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General recommendations  
 Develop a healthy approach to security and facilitate the work of security personnel and 
institutions by keeping them informed in good time of your intentions and observations. 
 Inform the police at once of anything suspicious that you notice. 
 By preventing potential attackers from observing you indoors (close curtains, blinds, etc.) 
and by varying your daily routine, you can forestall their efforts to find out about your habits 
and plan accordingly. 
 As far as possible, avoid having your name on the door. 
 Instruct your Domestic workers, Security Company and Home Guards not to divulge 
information about you. 
 Avoid giving your full address in publications. This also applies to your telephone number. 
 Do not meet strangers in out-of-the way or unfamiliar places. 
 Do not make any appointments to meet strangers; have the identity checked of all persons 
with whom appointments have to be made. 
 Make certain that your family members and staff behave in accordance with these security 
recommendations. 
 Agree with your close family and colleagues on unmistakable signs or codes in case of 
kidnapping. For purposes of identification, deposit a tape recording of your voice, a recent 
photograph, fingerprints and palm prints in a suitable place. 
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Security at home 
 Make certain that the burglary prevention measures cover all means of access into the 
house or flat. If no such measures have yet been adopted, take advantage of the free advice 
offered by the criminal police. Additional measures may be needed. 
 Ensure that the protective measures are used as they should be. 
 Keep outside doors and balcony windows permanently locked, and check windows. 
 Do not open the door to strangers without the safety mechanism (chain, lock, etc.) being in 
place. 
 Be careful with your house keys. If they should be lost or disappear, change the locks. 
 Watch for persons and vehicles remaining near your home without any obvious reason. 
 Try to enlist the assistance of your neighbors for this purpose. 
 Agree on fixed appointments with workers, check their identity, if necessary, by telephone 
queries and do not allow them to carry out their work unsupervised. 
 As a matter of principle, do not accept gifts or unordered merchandise from unknown 
persons at the door. 
 If you have been absent for an extended period check your house or flat for damage or 
other changes. 
 Do not answer the phone with your name. Be wary of frequent unusual calls (silence at the 
other end of the line, "wrong number"). Notify the police. 
 Be careful about what you say when travel plans or other details of future projects have to 
be discussed on the phone. 
 If you think your telephone or rooms are bugged, have them checked. (Is the cable to the 
building laid underground and is the junction box inside the house?) 
 Check the functioning of the telephone from time to time. 
 If there are several extensions within the house, check that the main line cannot be blocked 
internally. 
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Security between the home and the workplace 
Experience shows that there are particular risks at both ends of the journey between the home and 
the workplace. Consequently: 
 Vary routes and schedules as often as possible, being prepared to make extensive detours. If 
possible, also change the registration number of the vehicle. 
 As far as possible, do not travel alone. 
 Before departure, observe the surroundings or have them observed. 
 Be careful if you are forced to stop! Accidents, etc., could be set up (see also 8.5). 
 Watch for vehicles that may be following you, and in case of suspicion drive to a safe place 
(a police station or a place where there are many people). 
 Lock doors (central locking). 
 Give details of your destination, whereabouts and times of arrival and departure to people 
whom you trust (close colleagues, family members). 
 Tell these people to keep the information confidential. 
 In the case of longer trips, inform the people in question of your arrival at your destination. 
Give instructions as to what is to be done if they do not hear from you. 
 Be careful vis-a-vis strangers, and do not give information about travel plans, working 
arrangements and habits. 
 Be particularly careful if you meet unknown persons repeatedly at different places and at 
different times. 
 Do not leave important documents in your vehicle. 
 Have means of communication in the vehicle (car telephone, radio, alarm device). Car 
phones can be tapped! 
 When making reservations, use an assumed name. Correct reservation names - if necessary 
- only a short time before beginning your trip. 
 Do not let strangers transport luggage. 
 As far as possible, only use taxis waiting at taxi stands. 
 Bear in mind that particular danger situations call for particular measures for your safety, 
and these will often involve restrictions. Show understanding and keep in contact with your 
security officers. 
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Security at the workplace 
 Ensure complete surveillance of access in the whole working area. 
 Do not let visitors enter until their identity is clearly established. 
 If you can, leave the intercom connection to your front office switched on so that you can 
maintain continuous verbal contact with your secretary. 
 Have visitors accompanied while they are within the work area. 
 Your office should be accessible only through the secretary's office. 
 Vary meal times and restaurants. 
 Plan an escape route and check that it is unobstructed. 
 Provide for adequate protection of the working area by means of physical measures and the 
possibility of calling for help in an emergency. Take advantage of the advice of specialists, in 
this case also. 
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Precautionary measures against bombings and arson 
 Motor vehicles, in particular, can be tampered with in a variety of ways. Cars of endangered 
persons should therefore, without exception, be parked in protected areas, always locked 
and in a locked place (a sturdy one-car garage) and never unsupervised or over manhole 
covers and the like. They should also be equipped with alarms. 
 Do not open suspicious mail. Be careful with overweight postal packages of unusual shape 
without a sender's address, or with an unusual or unknown sender's address, and with 
packages marked "Personal", "Only to be opened by...", "For personal delivery", etc. Mail 
should first be checked by a trained service (mail room, front office). 
 Do not accept packaged gifts from unknown persons or merchandise that you did not order. 
 Be suspicious of unexpected mail bearing the address of a known sender, and check by 
telephone if in doubt. 
 "Left" or "forgotten" articles whose owner cannot be identified, such as briefcases, 
garments, etc., could contain explosive or incendiary devices. 
 If the circumstances are at all suspicious, do not touch the object in question, leave the 
location and close off the whole area; inform the police. 
 Have fire-fighting equipment ready in living and working areas and ensure that everyone 
knows how to use it. 
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How to act in case of kidnapping 
 As each case develops differently, no patent remedies can be offered. The following general 
advice may, however, be helpful. Bear in mind that the kidnapper will be materially and 
emotionally dependent on you and will panic if he feels that he is not understood or is 
threatened. 
 Co-operate with the kidnappers. Follow instructions and give the kidnappers the feeling 
that everything is going as they wish. Avoid anything that will cause mistrust, including 
trying to ingratiate yourself. 
 Engage in conversation. Talk about personal things that will foster trust and help to 
reassure the kidnappers. Do not refer to the wrongfulness of the kidnapping. As far as 
possible, let the kidnappers take the initiative in opening the conversation. 
 Do not resist or flee. Resistance or flight are to be recommended only if success is highly 
probable. In the event of failure, the kidnappers will become more aggressive, and your 
own situation will be made very much worse. 
 Observe and memorize. Observe carefully and try to commit to memory personality traits 
of the kidnappers, the surroundings and background events. This will occupy and distract 
you and help you to reduce your own stress. 
 Avoid isolating yourself. Do not cut yourself off. Keep near to and try to get on close terms 
with other victims, but also with the kidnappers. This will be your best protection. 
 Keep calm. A person who behaves patiently and radiates calmness will have a calming effect 
on the kidnappers also. Aggressions will be reduced. 
 Consider how, in the event of contact with the outside world, you can give agreed 
identifying signs (as under 1. 10) without being observed. 
 Once you are free, inform the police of all details of your experience. Be guarded in your 
comments to other people. 
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Advice for family members 
 Encourage members of your family to heed the security recommendations. 
 Ensure that your children understand and appreciate specific security measures. 
 Make sure that your family knows at all times where you are and when you will be 
returning. 
 Do not leave children unaccompanied. At least one parent should know where the children 
are and who they are with. 
 Agree with those responsible at school, kindergarten, sports clubs, etc. on the persons 
entitled to collect your children. 
 The following measures are recommended in the event that you are informed of the 
kidnapping of a member of your family: 
  If possible, have telephone conversations listened in on by another person, without the 
caller knowing. To make doubly sure, take notes even if the conversation is being recorded. 
 Repeat the kidnappers' instructions calmly. 
 Make it clear to the caller that you are aware of the seriousness of the situation and are 
willing to do everything as instructed to ensure the release of the kidnapped person. 
 Demand proof that the hostage is still alive (agreed codes as described in paragraph 1. 10). 
 Ask questions to establish the identity of the person kidnapped. Prolong the call with a view 
to obtaining as much information as possible. 
  Listen for, observe, note and tape-record characteristic features of the caller (voice, accent, 
etc.) and background noises. 
  Make arrangements regarding the next contact (next call). 
  Point out in a convincing manner the difficulties in meeting the demands rapidly. 
  Inform specialists and discuss further procedure. 
 
 
 
 
 
 
 
 
10 
 
Advice for drivers 
Drivers are also exposed to risks far in excess of general road traffic hazards. Potential dangers can 
be recognized in good time and averted by acting judiciously. Remember that your passenger 
depends on you for the safety of the vehicle, and that your own safety is just as much at stake. 
Parking of vehicles 
 Try to park your vehicle in protected areas that are not accessible to the general public. 
  If this is not possible, never leave your vehicle unattended. 
 Notify where the vehicle is parked if the location is highly frequented and difficult to 
monitor. 
 Avoid parking the vehicle near containers or devices in which explosives could be hidden 
(next to dustbins, telephone junction boxes, over manhole covers, etc.). 
 Always activate the vehicle burglar alarm, if available. 
Always check your vehicle for unusual features before using it 
 Verify the technical safety of the vehicle (brakes, wheel mountings, steering, etc.). 
  Always lock the vehicle even in the garage. 
 Check that the garage has not been broken into; check that vehicle doors, boot and bonnet 
have not been tampered with or opened. 
 Check for scratches and tool marks. 
 Check for suspicious cables, adhesive, etc. 
 Watch out for unfamiliar objects left or attached close to the vehicle (on and under it, in 
other places not directly visible, especially engine compartment, wheel casing, etc.). 
 If you have any suspicions, do not start the vehicle or touch anything, and notify the 
police at once. 
Watch out for and observe unfamiliar persons and vehicles when you start the 
journey 
 Watch for unfamiliar persons standing around or working. 
 Watch out for unfamiliar stopped or parked vehicles - particularly those with occupants. 
 Take down a description immediately of persons and vehicles (registration number, make 
and colour). 
 Inform the police of your observations at once. 
Interruptions to a journey always represent an additional hazard 
 Try not to leave your vehicle unattended. 
 Try to ensure that your vehicle is parked in areas used by security services or in official 
garages, guarded courtyards, etc. 
 Ask a fellow driver to watch your vehicle if necessary. 
 Before continuing your journey, always read the recommendations in 8. 1, particularly if the 
vehicle could not be permanently attended. 
Routine journeys involve increased risks 
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 Avoid routine journeys so as to make things more difficult for attackers. 
 Try to vary your route. 
 Change your route frequently and make small detours. 
  Vary your departure and arrival times. 
  If you feel you are being followed, drive in a test loop. This means making a minor detour 
and returning to your original route to check if you are still being followed. 
Always be wary of stoppages, accidents and obstructions on the road 
 Controls and stop signals by police officers (even "uniformed police"), accidents and 
obstructions could be traps. Ensure, however, that you do not provoke a harsh response by 
police in the event of genuine controls. 
  Keep a distance from any incidents. 
 Do not drive into unknown situations. 
 Wait until police officers approach your vehicle. Ask to speak to their superior if necessary. 
 Remember to use your mobile phone (radio), if available, to make checks. 
Watch out for pursuing vehicles 
 Watch out for vehicles and persons that repeatedly turn up near your vehicle, even those 
three or four cars behind you. 
 In suspicious situations, note and write down the place, time and description of persons and 
vehicles. 
  Pass on your information at once to the police. 
 If you think you are being followed, you should react immediately. 
 Notify the police by mobile phone or radio. 
 Drive to a police station. 
 Drive to busy places and streets. 
 Do not allow yourself to be wedged in. 
 Keep a distance from traffic obstructions. 
  Leave room at traffic lights to pull out to the left or right. 
In hazardous situations keep your wits about you 
 A rapid and considered reaction is required once a danger has been recognized. 
  Lock the car doors from the inside. 
 Close the windows except for a small gap to speak through if necessary.  
 Call for help via mobile phone or radio saying where you are. 
 Hide any jottings on suspicious observations in the vehicle. 
 Try to escape in the car even if you have to ram the threatening vehicle or attacker. 
 Switch on your emergency lights and headlights, sound your horn, draw attention to 
yourself. 
 Do not try to escape down deserted streets and alleys and avoid wooded areas. 
 If the situation is desperate do not try to resist. 
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Further information or assistance 
ILRI Kenya Security Helpdesk 
+254 20 4223000/3362, +254 728 970 722, +254 733 634 907 
ilrikenyasecurity@cgiar.org 
 
 
 
